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Social Media and Digital Communications Policy

Koru Care Australia

This policy sets expectations for safe, respectful, lawful and professional use of social media, online platforms,
messaging services, personal devices and Koru Care digital communication systems.

Document governance
Document owner

Details
Operations Manager / Director

Applies to

Directors, employees, contractors, volunteers, students, agency staff, support workers
and any person representing Koru Care Australia.

Service context

NDIS, aged care, brokered services, private services, community support, transport,
personal care, domestic assistance, social support and related administration.

Version 1.0
Status Approved
Effective date 03/07/2026

Review date

03/07/2027, or earlier if legislation, standards, systems or service delivery
arrangements change.

Policy code

KCA-POL-SMDC-001

Think before posting

Worker quick guide What this means in practice

Posts, comments, likes, shares, photos, private messages and screenshots can be
copied, forwarded and kept, even when privacy settings are used.

Protect clients and staff

Do not post, share or discuss identifying information, photos, videos, rosters, care
notes, health information, incidents, complaints or personal details about clients,
families, staff or Koru Care.

Keep boundaries

Do not friend, follow, message or tag clients or their family members through personal
social media unless there is a disclosed pre-existing relationship and management
has approved how boundaries will be managed.

Use approved channels

Use Koru Care approved systems and channels for work-related communication. Do
not use informal social media groups for client information.

Report concerns

Report privacy breaches, harmful posts, online bullying, unsafe contact, client
boundary issues or lost devices immediately to management.
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1. Purpose

The purpose of this policy is to provide clear guidance on the professional and personal use of social media and
digital communications in a way that protects clients, families, staff, Koru Care Australia and the broader
community.

Koru Care supports respectful personal expression and lawful participation in online communities. This policy is
not intended to stop employees from exercising workplace rights, raising safety concerns, making complaints,
seeking support from a union or representative, speaking with regulators, participating in lawful industrial activity,
or making protected disclosures. However, those rights must be exercised in a way that also protects privacy,
confidentiality, safety, dignity and lawful workplace conduct.

2. Scope

This policy applies to all people who work for, volunteer with, contract to, represent, or act on behalf of Koru Care
Australia. It applies during work hours, outside work hours and after employment or engagement ends where the
conduct has a connection to Koru Care, clients, families, staff, confidential information, service delivery, workplace
safety, or Koru Care’s reputation.

This policy applies to conduct on public, private and semi-private platforms, including closed groups, direct
messages and group chats. Privacy settings do not remove the obligation to comply with this policy.

3. Definitions

Social media Online platforms that allow users to publish, comment, message, create, livestream,
share, like, repost or upload content. Examples include Facebook, Instagram, TikTok,
Snapchat, LinkedIn, X, YouTube, Reddit, blogs, forums, review sites and community
pages.

Digital communications | Email, SMS, Messenger, WhatsApp, Teams, ShiftCare messages, video calls, online
forms, cloud files, collaboration platforms and any other electronic communication.

Personal information Information or an opinion about an identified person, or a person who is reasonably
identifiable. This includes photos and videos where a person can be identified.
Sensitive information Information such as health information, disability information, cultural or religious

information, criminal history, sexual orientation, biometric information and other
information requiring a higher level of protection.

Confidential Information obtained through work that is not public, including client details, family
information information, staff information, rosters, care plans, progress notes, photos, videos,
incidents, complaints, invoices, quotes, business information and internal
communications.

Koru Care systems Any Koru Care approved software, devices, accounts, emails, cloud drives, rostering
systems, documentation systems or communication channels used for work purposes.

4. Policy principles

e Client dignity, safety, choice, privacy and confidentiality must come first.

e  Workers must maintain professional boundaries online and offline.

e Work-related information must be shared only through approved channels and only with people who need the
information for a lawful work purpose.
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e Online conduct must not create or contribute to bullying, harassment, discrimination, victimisation, sexual
harassment, abuse, neglect, exploitation, intimidation or psychological harm.

e Koru Care will manage social media concerns fairly, confidentially and in line with procedural fairness,
workplace law, privacy obligations and any applicable reporting obligations.

5. Personal use of social media

Workers may use social media in their personal life. However, personal use must not breach confidentiality,
professional boundaries, workplace safety obligations, the NDIS Code of Conduct, the Aged Care Code of
Conduct, Koru Care policies, or applicable laws.

Workers must not post, comment on, like, share or otherwise engage with online content that could reasonably:

¢ identify a client, family member, staff member, contractor or service arrangement without proper authority;

e disclose or hint at a person’s health, disability, aged care status, support needs, home address, routines,
family circumstances, financial details, complaint, incident or appointment;

e damage the dignity, privacy, safety or wellbeing of a client, family member, staff member or community
member;

e bully, harass, intimidate, threaten, abuse, shame, humiliate, discriminate against or sexually harass another
person;

e defame, mislead, deceive, or unlawfully disclose confidential or business information;

e give the impression that personal views are endorsed by Koru Care unless approval has been given; or

e bring Koru Care into disrepute because of a clear and reasonable connection to employment, service
delivery, clients, staff, workplace safety or professional conduct.

Workers should remember that in small rural communities, a client may be identifiable even when their name is
not used. Details such as town, shift time, family situation, health condition, vehicle, home, appointment type,
support worker name or a photo background may identify a person.

6. Work-related use of social media and public comment

Only people authorised by the Director or Operations Manager may post, respond, advertise, speak to media, or
make public statements on behalf of Koru Care. This includes comments on community pages, provider pages,
review sites, media pages, local groups and public posts involving aged care, NDIS, service delivery or Koru Care
operations.

Workers must not use Koru Care logos, branding, uniforms, vehicles, photos, documents, letterhead, business
names, email addresses or systems in a way that suggests Koru Care supports a personal statement, complaint,
political view, product, service, fundraiser or other public position unless written approval has been provided.

Online complaints or negative comments about Koru Care, staff or clients must not be argued with publicly.
Workers should screenshot the content where safe to do so and refer the matter to management.

7. Privacy, confidentiality and client information

Koru Care workers must protect personal information, sensitive information and confidential information. This
obligation continues after employment or engagement ends.

Workers must not post, send, upload or discuss the following through social media or unapproved digital
channels:
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e client names, photos, videos, addresses, locations, family details, routines, behaviours, diagnoses,
medications, support needs, incidents, complaints, goals, appointments, care plans, progress notes or
funding information;

e photos or videos taken during supports, transport, personal care, domestic assistance, clinical care, meal
preparation, community access or appointments;

e screenshots or photos of ShiftCare, rosters, calendars, emails, client profiles, invoices, quotes, incident forms,
risk assessments, text messages or internal documents;

e staff personal information, health information, workplace matters, disciplinary information, leave information or
complaints;

e information about a client’s home, belongings, living arrangements, routines, finances, legal matters, family
conflict or vulnerabilities; or

e information that could help another person locate, contact, exploit, embarrass or harm a client or worker.

Workers must not assume that deleting a post, blurring a face, using initials, posting in a closed group, or omitting
a name makes the content safe. In a care setting, photos, videos and contextual details may still identify a person
and may be sensitive information.

8. Photos, videos, recordings and consent

Photos, videos and audio recordings may only be taken, used or shared for a legitimate work purpose and in line
with Koru Care procedures, privacy requirements and the person’s informed consent. Consent must be voluntary,
specific, current and able to be withdrawn. Where the person is a child or does not have capacity to consent,
approval must be obtained from the appropriate parent, guardian, nominee, authorised representative or
responsible person, and the person’s views and comfort must still be considered wherever possible.

A consent form or management approval does not allow workers to post content on personal accounts. Client
content for marketing, training or public communication must be approved by management before use. The
approval must specify what will be used, where it will be published, the purpose, who will see it, and how consent
can be withdrawn.

Workers must never take or share photos, videos or recordings that involve personal care, showering, toileting,
dressing, medication administration, wounds, intimate body areas, distress, restraint, conflict, unsafe behaviours,
family conflict, bedrooms, bathrooms or other private situations, unless the recording is required for an approved
clinical, incident, safeguarding or legal purpose and management has authorised the process.

9. Professional boundaries with clients, families and carers

Workers must maintain professional boundaries online. The power imbalance between a worker and a client can
make online contact risky, even when contact appears friendly or well-intentioned.

Workers must not:

e send or accept friend, follow, connection or private message requests with clients, children, family members,
guardians, nominees or carers through personal social media accounts unless management has approved a
documented boundary plan for a pre-existing relationship;

e tag, check in with, livestream with or identify clients or families online;

e use social media to arrange shifts, cancellations, complaints, support changes, transport, medication, health
information, money matters or emergency support;

e share personal problems, relationship details, financial requests, political pressure, religious pressure or
private opinions with clients through social media;
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e seek personal favours, gifts, donations, reviews, endorsements or business opportunities from clients or
families through social media; or
e search, monitor or comment on a client’s social media for personal reasons.

In small communities, some workers may already know clients or family members outside work. Workers must
disclose relevant pre-existing relationships to management and follow any agreed boundaries to protect the client,
worker and Koru Care.

10. Children and young people

Extra care is required when online conduct involves children and young people. Workers must not contact
children through personal social media, gaming, messaging or video platforms, and must not accept friend or
follower requests from children receiving Koru Care supports. All communication with children and young people
must occur through approved channels and in line with the child’s support arrangements, consent, child safety
obligations and professional boundaries.

Workers must immediately report any online contact, request, message, image, grooming concern, unsafe
communication, cyberbullying, sexualised communication, child safety concern or boundary issue involving a child
or young person to management.

11. Work messaging, group chats and approved systems

Koru Care systems and staff communication channels must be used for work-related purposes. Internal work
messages must remain respectful, accurate, necessary and confidential.

Workers must not use informal personal group chats or social media groups to share client information, care
notes, photos, rosters, complaints, gossip or confidential workplace information. Where a practical communication
channel is needed for operations, it must be approved by management and used in line with this policy.

Workers must not alter, delete, hide or manipulate work-related messages, screenshots, notes or digital records
where those records may relate to care delivery, incidents, complaints, rostering, payroll, work health and safety,
quality assurance, investigations or legal requirements.

12. Koru Care devices, systems and monitoring

Workers must use Koru Care devices, accounts and systems responsibly, securely and mainly for work purposes.
Koru Care may access, review, retain, delete or manage information in Koru Care systems where this is
necessary for lawful business, safety, quality, privacy, investigation, compliance or operational purposes.

Workers should not expect personal privacy when using Koru Care systems, accounts, devices or software. Koru
Care will only access personal accounts or personal devices where lawful, necessary and proportionate, such as
where there is a serious safety, privacy, incident, safeguarding, business or investigation concern.

Passwords and login details must not be shared. Lost devices, suspected account compromise, accidental
disclosure, phishing, hacking or unauthorised access must be reported immediately.

13. Personal devices and artificial intelligence tools

Personal phones and devices may only be used for work where approved or reasonably required for service
delivery. Work-related photos, videos, documents, notes and messages must be handled securely and transferred
to approved Koru Care systems as soon as practicable. Unnecessary copies must be deleted from personal
devices, cloud backups, camera rolls and messaging apps.
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Workers must not upload, paste or enter client, staff, health, financial, rostering, incident, complaint or business
information into public artificial intelligence tools, online translators, forums, apps or third-party platforms unless
management has approved the platform and the information sharing is lawful, necessary and secure.

14. Respectful conduct, bullying, harassment and psychosocial safety

Online conduct can affect workplace health and safety. Workers must not use social media, messaging or digital
channels to bully, harass, intimidate, shame, exclude, threaten, abuse, sexually harass, discriminate against,
victimise, stalk or target another person.

Examples of prohibited conduct include:

e posting or sharing offensive memes, images, jokes, comments or videos about clients, workers, families,
cultures, religions, gender, sexuality, disability, age, race or health;

e posting about workplace disputes in a way that names, humiliates, threatens or targets another person;

e creating or contributing to group chats that exclude, mock, pressure or intimidate a worker;

e sharing private images, intimate images or altered images without consent;

e using fake accounts, anonymous posts, repeated messages or third parties to contact or harass someone;

e pressuring workers to respond to non-urgent messages outside working hours, contrary to the right to
disconnect or agreed work arrangements; or

e retaliating against a person for raising a concern, complaint, safety issue, privacy concern or workplace right.

Koru Care will take online bullying, harassment, sexual harassment, discrimination, threats and psychosocial
hazards seriously and will take reasonable steps to identify, control and review risks to psychological health and
safety.

15. Right to disconnect and out-of-hours contact

Koru Care aims to manage digital communications in a way that respects employees’ working hours, fatigue and
personal time. Non-urgent work communication should be sent during ordinary working hours where practicable,
or scheduled for the next working day.

Employees may have a right to refuse to monitor, read or respond to contact outside their working hours where it
is reasonable to do so. Contact may still be required in genuine operational, safety, urgent roster, client
safeguarding, emergency, on-call or time-critical circumstances. Managers should consider the employee’s role,
roster, level of responsibility, urgency, compensation arrangements and the reason for the contact.

16. Reviews, testimonials, marketing and community engagement

Workers must not ask clients, families or carers for online reviews, testimonials, endorsements, donations,
fundraising support or public comments unless management has approved the request and the client is free from
pressure. Any use of client stories, images or testimonials must be voluntary, documented, specific, respectful
and approved by management.

Marketing content must accurately represent Koru Care services and must not mislead clients, families, funders or
the community. Claims about regulated health services, nursing, disability supports, aged care, qualifications or
outcomes must be accurate and able to be substantiated.
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17. Copyright, intellectual property and records

Workers must respect copyright, trademarks, confidentiality and intellectual property. Images, music, videos,
documents, logos and written content must not be copied or used without permission or a lawful basis. Koru Care
documents, templates, policies, forms, client records, risk assessments, training materials and business
information must not be uploaded, copied, sold, distributed or reused outside Koru Care unless approved.

Work-related digital communications may form part of Koru Care records. Workers must maintain accurate
records and must not create false, misleading or incomplete information.

18. Reporting concerns and responding to breaches

Workers must report any actual or suspected breach of this policy as soon as possible to their manager, the
Operations Manager or the Director. This includes accidental posts, lost devices, screenshots shared in error,
boundary concerns, online abuse, client requests to connect on social media, staff group chat issues, privacy
concerns, unsafe conduct, or any content that may affect client safety or Koru Care obligations.

Where safe and appropriate, workers should preserve evidence by taking screenshots, noting the date and time,
recording the platform, and not engaging further with the person online. Management will assess the risk and may
take steps such as asking for content to be removed, contacting a platform, supporting the affected person,
notifying a client or representative, making an incident report, making a privacy assessment, reporting to a
regulator, or contacting police or emergency services where required.

Serious online abuse, image-based abuse or cyberbullying may also be reportable to the relevant platform or the
eSafety Commissioner. Immediate danger or risk of harm must be reported to Triple Zero (000).

19. Investigation and consequences

Koru Care will respond to concerns in a fair and proportionate way. The response may include informal guidance,
coaching, removal of content, client safeguarding action, privacy review, incident management, mediation,
retraining, formal investigation, disciplinary action or referral to a regulator or police where required.

A breach of this policy may result in disciplinary action up to and including termination of employment or
engagement. Any disciplinary action will consider the seriousness of the matter, the person’s role, intent, risk,
harm caused, whether the conduct was repeated, cooperation, procedural fairness and relevant workplace laws.

20. Roles and responsibilities

Role Responsibilities
Director / Operations Approve public statements, marketing content and client story use; oversee privacy,
Manager safeguarding and investigation responses; ensure staff understand this policy.

Managers / Coordinators | Model appropriate digital conduct; use approved channels; manage out-of-hours
contact appropriately; respond to concerns; report risks and breaches.

Workers, volunteers and | Comply with this policy; protect client and staff privacy; maintain professional
contractors boundaries; use approved systems; report breaches and unsafe online conduct.
All staff Treat others respectfully online and offline; do not misuse confidential information;
raise concerns early; support safe and ethical service delivery.
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21. Training, implementation and review

This policy should be included in induction and made available to all workers. Workers may be required to
complete related training on privacy, confidentiality, professional boundaries, NDIS worker obligations, aged care
worker obligations, workplace conduct, psychosocial safety, cyber security and incident reporting.

This policy will be reviewed at least annually, or earlier where there is a relevant change to law, regulation,
funding requirements, service delivery, technology, systems, risk profile, or after a significant incident or audit
finding.

22. Related Koru Care documents

Code of Conduct

Privacy and Confidentiality Policy

Client Rights and Responsibilities Policy

Incident Management and Reportable Incident Procedure
Complaints and Feedback Policy

Child Safety and Wellbeing Policy

Workplace Conduct, Bullying, Harassment and Discrimination Policy
Work Health and Safety Policy

e Information Security / ICT Acceptable Use Procedure

e Employee Contracts and Contractor Agreements

e Disciplinary and Performance Management Procedure

23. Legislative, regulatory and standards framework

This policy has been strengthened with reference to current Australian and Victorian workplace, privacy, disability,
aged care, health practitioner and online safety requirements and guidance, including:

e NDIS Code of Conduct and NDIS Practice Standards, including privacy, dignity, safety, integrity, worker
capability and acting on concerns.

e Aged Care Act 2024, Aged Care Rules 2025, Aged Care Code of Conduct, Statement of Rights and
Strengthened Aged Care Quality Standards, including dignity, respect, privacy, safety and responding to
abuse, neglect, exploitation and discrimination.

e Privacy Act 1988 and Australian Privacy Principles, including personal information, sensitive information,
images, recordings, collection, use, disclosure, security and consent.

e Health Records Act 2001 (Victoria), where health information is handled in Victoria.

e Fair Work Act 2009, including workplace rights, general protections, discrimination protections, lawful
industrial activity and right to disconnect provisions.

e Occupational Health and Safety Act 2004 (Victoria) and Occupational Health and Safety (Psychological
Health) Regulations 2025, including duties to manage psychosocial hazards such as bullying, harassment,
violence, aggression and traumatic exposure.

e Equal Opportunity Act 2010 (Victoria), Sex Discrimination Act 1984, Disability Discrimination Act 1992, Age
Discrimination Act 2004 and Racial Discrimination Act 1975.

¢ Online Safety Act 2021 and eSafety Commissioner guidance on adult cyber abuse, cyberbullying, image-
based abuse and harmful online content.
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e Health Practitioner Regulation National Law and Ahpra / National Board social media guidance for registered
health practitioners, where relevant to registered nurses or other registered health practitioners engaged by
Koru Care.

e Copyright Act 1968, defamation laws and applicable criminal law relating to threats, stalking, harassment,
image-based abuse, child safety and misuse of information.

24. Staff acknowledgement

| acknowledge that | have read and understood this Social Media and Digital Communications Policy. |
understand that | am required to comply with this policy and to ask management if | am unsure about any social
media or digital communication issue.

25.

Version

1.0

Signature

Review history

Date
03/07/2026

Summary of changes
Policy adapted to Koru Care Australia

Approved by
Director

26. Reference sources used for this update

Fair Work Ombudsman: Workplace
privacy best practice guide and Right to
Disconnect guidance

Clear expectations about social media, electronic communications,
workplace rights, monitoring and out-of-hours contact.

NDIS Quality and Safeguards
Commission: NDIS Code of Conduct,
NDIS Practice Standards and worker
guidance

Privacy, dignity, safety, individual rights, integrity, acting on
concerns and worker capability.

Aged Care Quality and Safety
Commission: Aged Care Code of
Conduct and Strengthened Quality
Standards Outcome 1.2

Dignity, respect, privacy, choice, safety, abuse prevention and
worker obligations.

Office of the Australian Information
Commissioner: Australian Privacy
Principles, photos and videos, health
information and consent guidance

Personal information, sensitive information, images, recordings,
consent and security of information.

WorkSafe Victoria: Occupational Health
and Safety (Psychological Health)
Regulations 2025 guidance

Online bullying, harassment, aggression, violence and psychosocial
risk controls.

eSafety Commissioner: online harm,
adult cyber abuse, cyberbullying and
image-based abuse guidance

Reporting and responding to harmful online content.

Ahpra and National Boards: social
media guidance for registered health
practitioners

Professional boundaries, confidentiality, privacy, respectful
communication and accurate information for registered practitioners.
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